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1] Ethical issues

® The goal of this exercise to learn about the
weakness of WEP.,

B Tt is not intended to be used as a tool to steal
information damage systems.
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i-i. Wired Equivalent Privacy (WEP)

® WEP Encryption uses RC4 stream cipher
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i-i. Wired Eequivalent Privacy (WEP)

® \WWEP decryption uses RC4 stream cipher
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] RC4

> a proprietary cipher owned by RSA DSI

» another Ron Rivest design, simple but
effective

» variable key size, byte-oriented stream
cipher

» widely used (web SSL/TLS, wireless
WEP/WPA)

» key forms random permutation of all 8-bit
values

» uses that permutation to scramble input info
processed a byte at a time



RC4: Two Steps

®m RC4 Key Schedule (Initialization)
for 1 = 0 to 255 do
S[1i] = 1;
T[i] = K[1i mod keylen];
7 =0
for 1 = 0 to 255 do
J = (] + S[1i] + T[1i]) (mod 256);
swap (S[i], S[J]);

® RC4 Encryption
i =73 =20;
for each message byte M,

i = (1 + 1) (mod 2506);

(1
j = (jJ + S[1i]) (mod 256);
swap (S[1i], SI[31);
t = (S[1] + S[J]) (mod 256);

C, = M, XOR S[t];
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RC4 Key Schedule

® starts with an array S of numbers: 0..255

® yse key to well and truly shuffle

B S forms internal state of the cipher
for 1 = 0 to 255 do

S[1i] = 1;

T[i] = K[1i mod keylen];
J =0
for 1 = 0 to 255 do

(3 + S[i] + T[i]) (mod 256);
swap (S[1], S[J]):



RC4 Encryption

B encryption continues shuffling array values

® sum of shuffled pair selects "stream key" value
from permutation

®m XOR S[t] with next byte of message to en/decrypt

1 =73 = 0;
for each message byte M;
i = (1 + 1) (mod 2506);
7 = (3 + S[1i]) (mod 256);
swap (S[1], S[3]1);
t = (S[1] + S[3]]) (mod 2506);

C., = M, XOR S[t];
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WEP decryption step-by-step

Step 1: Build the keystream

® Extract the IV from the incoming frame
® Prepend the IV to the key

B Use RC4 to build the keystream



WEP decryption step-by-step

Step 2: Decrypt the plaintext and verify
B XOR the keystream with the ciphertext

m Verify the extracted message with the some
known data in the packet
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Bl Initialization vector (1IV)

B Jt's carried in plaintext in the “encrypted” message!
® Jt's only 24 bits!
® There are no restrictions on IV reuse!

® The IV forms a significant portion of the “seed” for
the RC4 algorithm!



=I What we know about the packets

__Can be either
IP or ARP

AA|AA| 03|00 |00 |00 |08 | ?%

DSAP SSAP CTRL ORG Code Ether type

m \With 802.11, you know the first eight bytes
of a packet

® Many IP services have packets of fixed
lengths

® Most WLAN IP addresses follow common
conventions.

® Many IP behaviors have predictable
responses

B The network part of IP address is known
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H Example

est8.cap [Wireshark 1.12.3 (v1.12.3-0-gbb3eSa0 from master-1.12)] =

. Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B BB aesnTLIERIQAQQM &WM 3% 8

er: | wlan.bssic==64:66:b3:12:58:84 Use W”"eShark tO Open the flle teSt_eXS'Cap’

11 Channel: Channel Offset: Fi

e the password Is f56HA

5367 100.642672131.188. 37.
5385 100. 879669 feB0O::al25:

Try to understand the different fields

wwesenm USe( Statistics=> WLAN traffic) to filter the results

6153 104.430674 Tp-LinkT_12

aerare aiirens s O€1ECT the AP with WEP encryption

<Hardware address (resol\

s s oot US@ (EIt=> Preferences—> Prorocol (IEEE802.11) )
<Hardware address (resol

e creck cence: o § 0 9 the key , so that the packets will be decoded

Initialization vector:

Key Index: O
WEP ICV: Ox4c905b08 (cc
_ogical-Link control
vddress Resolution Protocol (request) -

00 aa aa 03 00 00 Q0 O8 06 00 01 OB 00 06 04 00 01  ........ ciuninnnn
10 00 25 b4 d9 dc 80 83 bc 25 01 00 00 00 00 00 0O S b T
20 83 bc 25 ¢0 00 00 00 QOO ©O OO Q0 00 00 00 OO0 QO el e
30 00 00 0O OO OO QO L.

me (116 bytes)| Decrypted WEP data (54 bytes) |

ﬂ Frame (frame), 116 bytes | Packets: 19848 . Displayed: 147 (0,7%) . Load time: 0:00.498 | Profile: Default

8" - DE . e | 22
L= BT T 15.01.2015
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"
ARP packet

ol ' wf w’ w ke W RD W e W T W bk b wf 0 Pl o ol e | % Ul I Tl 0 S ' e’ bl 1 e 1% 1 il 1 II-l

15442 1D1.D52322[1Jm_d9.d[.3[} Broadcast 116 Who ha: 131 188
15529 101, 256162 Tp-L1nkT_12:58:84 Eroadcast 802,11 140 Beacon frame, &
15530 101, 258034 131,188, 37. 28 239,255,233, 250 SSDP 231 M-SEARCH * HTTF
15634 101.666700131.188.37. 28 224.0.0.2 IGMPv? 116 Leave Group 224
18AR2 1M R718A7131 18R 37 IR 4 0N IRY | | MMD 127 ctandard nnarv

<Hardware address: Cisco_d9:dc:80 (00:25:b4:d9:dc:80)>
<Hardware address (resolved): Cisco_d9:dc:80=
# Frame check sequence: 0Oxcf0l4bc3 [correct]

= W Ters
Initialization vector: 0OxX77Be2é I\/
r—

WEP ICV: Ox4c905b08 (correct)
& Logical-Link Control
# Address Resolution Protocol (request)

0000 aa aa 03 00 00 00 OB O6 (O O1 08 00 06 04 00 01 ........ ....o...

5 01 00 00 OO 00 0O 00 e e v e
DDE[} 33 bc 25 E[} [}[} [}I'} f}f} f}!'} o0 o0 00 00 00 00 00 00 B

00 R0 % Some common data in all ARP packets
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Cracking the password

® Brute Force method
® Get the IV from an ARP packet (data packet)
B Get the encrypted data from the Packet as hex

® Assume the password consists from small/capital
letters in addition to numbers

B Concatenate a 40 bits (5 chars) key to have the
complete Key.

® Key schedule, obtain the vector S based on the key

® Using the encrypted data and S, decode the
encrypted message and compare the results in byte
0, 1, 2,3,and 4, with Oxaa, Oxaa, 0x00, 0x00, 0x00.

® If the results are true, then the password is cracked
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